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Abstract 

Steganography is the art of hiding information inside another medium while the 

presence of this embedding is invisible by human perception. In disparity to 

cryptography, steganography have a tendency to conceal the presence of the message or 

communication appearance, while cryptography tries to hide the content of the 

clandestine message. Hiding the presence of message or communication can be made by 

inserting a clandestine message into the clear cover medium which no one besides the 

correspondent and the receiver can imagine. This paper present the review and critical 

analysis of steganography methods projected during the recent years that are from 2011 

to 2015. Many schemes are mentioned with their technical terms, main logic, advantages 

and disadvantages in terms of important measures. Critical analysis is based on the type 

of cover object used, domain of the algorithm and important properties that are used as 

evaluative measures for steganographic system. 

 

Keywords: Steganography; hidden writing; cover object; stego object; embedding; 

extraction 

 

1. Introduction 
 

Steganography is a gifted approach in the current era of digital technology. Due to its 

effectiveness it is gaining importance rapidly. Steganography has established a lot of 

consideration in few years [1, 2, 3, 4, 5, 6, 7, and 8]. In view of the fact of September 11
th
, 

2001, some people have recommended that Al Qaeda employ Steganography method to 

synchronize the World Trade Centre attack. But later, nothing was provided as evidence. 

Some scientific and commercial application of the hidden writing includes that it is the 

most important tool for the secure electronic transmission of important information, 

document authentication, document tracking, digital election and electronic money. 

Beside these, information collected in a radar station, or during medical imaging, can be 

put together with the pictures.   

The survey includes various papers on hidden writing methodology from 2011 to 

2015. Most achievable schemes presented in this time period are tried to include in this 

review.     
 

1.1 Steganography System   

A complete steganography system consists of the cover object, stego object, 

embedding algorithm, extraction process and secret message and some time a stego key 

which is used to extract the message from stego object. Explanations of the important 

terminologies of the stego system are following: 
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 Cover Object: It is the input image, video file, audio file or a text file in which 

concealment of secret data is to be performed.  

 Stego-Object: After the concealment of secret data into the cover medium, the 

cover object becomes the stego-object.  

 Embedding: Embedding is the process of making a stego-object from a cover 

object. Or we can define it as the process of concealment of secret message into 

some digital medium.  

 Extraction: This is the reverse process of embedding. In this process, the 

conceded message is recovered from stego-object to read it.   

 Message: It is the secret information that is to be embedded in the cover object 

for safe transmission of data from sender to receiver.  
 

1.2 Cover Medium Used for Steganography   

Different digital medium are used as cover medium for hiding the data. On the basis of 

medium, steganography is named accordingly. These include the following: 

 

 Image Steganography: Steganography that uses image as cover medium is 

named as Image steganography. Secret data is embedded or concealed in the pixel 

data of the image.  

 Video Steganography: In video steganography, secret data is concealed in video 

file format. A video file is defined as series or combination of images. Mp4, AVI, 

MPEG and other video format are used as cover object in video steganography. 

 Audio Steganography: Audio file act as a cover medium in audio 

steganograogy. This medium has turn into very considerable medium due to 

VOIP (voice over IP) reputation.  

 Text Steganography: In text steganography, white spaces, tabs, capital letters etc 

are used to complete the process of steganography. 

 

1.3 Classification Based on Domain of Steganography   

On the basis of processing, it has been classified in the following different domains:   

 

 Spatial Domain Scheme: These methods have many versions. All of these 

directly create a change or process some bits of the pixel or directly process the 

pixel for concealing the secret data.  Some very common spatial domain methods 

are based on LSB (Least significant bit) Based, PVD (Pixel value differencing) 

Based, Texture Based, Pixel Intensity Based, Histogram Shifting Based, 

Connectivity or Labeling Based, Pixel Mapping Schemes, Edge Based 

Embedding Schemes etc. Mostly the spatial domain methods are effective, good, 

medium complexity, create less degradation in medium and hide more data. But 

they are less robust and could be destroyed by attacks.  

 Transform Domain Scheme: Transform domain method have the plus point 

over the spatial domain method that these schemes conceal the secret data in the 

specific region of the medium that is more robust. But the complexity of these 

schemes is more complex than the spatial domain methods. DFT (Discrete 

Fourier Transform), DCT (Discrete Cosine Transform), DWT (Discrete Wavelet 

Transform), Lossless or reversible, concealing in coefficient bits etc are transform 

domain methods.      

 Hybrid Scheme: In hybrid approaches some part of the processing is performed 

in spatial domain and some is in transform domain. Although the security level 

increases but the complexity reaches at its maximum level. 
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Table 1 shows the comparison of the spatial, transform and hybrid schemes of the 

steganography. 

 

Table 1. Comparison of Spatial, Transform and Hybrid Domain Methods 
 

Property Spatial Transform Hybrid 

Complexity Less More Most 

Robustness Less More More 

Capacity Increased Medium Medium 

Actual Logic Directly processing 

with bits.  

Find Robust region for 

concealing. 

Some Part in Spatial domain and 

embedding in transform domain 

 

1.4 Important Steganographic Measures   

Some important properties which act as steganographic measures of a good stego-

system include the following: 

 Visual Quality: It is the perceptual appearance of the image. For a good stego 

method, visual quality should be undistinguishable from the cover image. 

 Complexity: How much it is expensive and time consuming to embed and extract 

the message. For good stego scheme, complexity should be least. 

 Capacity: Total number of bits that could be hidden in the cover file is called the 

capacity of that file. Stego system should have high embedding capacity.  

 Robustness: It depends on the property that after any transformation data should 

stay intact.    

 Invisibility: Statistical change should be as low as possible or have least change 

so that difference between cover file and stego file is very difficult to detect. 

 Temper confrontation: How much it is difficult to change the message once it 

has been embedded in some cover medium.  

For the current analysis the  

1. Visual Quality property will be measured as:  E=Excellent, G=Good, P=Poor 

2. Complexity property will be measured as: H=High, M=Medium, L=Low 

3. Capacity will be measure as: I=Increased, M=Medium  

4. Robustness will be measured as: M=More robust, L=Less robust 

5. Invisibility will be measured as: Y=Yes, N=No 

6. Temper confrontation will be measure as: H=High, M=Medium, L=Low 

For steganography, if the visual quality is excellent or good, complexity is low, system 

has increased or medium capacity, highly more robust, invisible and temper resistance 

then the steganography approach is considered as effective and good approach. Table 2 

shows the evaluation criteria for the steganographic schemes. 

 

Table 2. Evaluation of Steganography Technique 

 

 

 

 

2. Critical Analysis of Steganographic Techniques 

Table 3 shows the comprehensive literature survey of 100 papers in which all the 

papers are arranged in descending order of their publication year. Different methods were 

Measure Advantage Disadvantage 

Visual quality E,G P 

Complexity L M, H 

Capacity I,M  

Robustness M L 

Invisibility Y N 

Temper confrontation H, M L 
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used by different authors in different years are pointed out clearly along with their plus 

point and disadvantages.   
  

Table 3. Literature Reviewed   
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Aqsa 

Rashid [9] 2
0
1
5
 

Im
ag

e 

S
p

at
ia

l 

Mod function, 

Electronic 

Communication, 
Robust, LSB, GLM, 

Matching, Substitution 

Define a mod function. 
Use three bits next to the least 

significant bit. If the binary of mod 

value and the message bits are 
equivalent then no adjustment needed. 

Otherwise process of adjustment need 
to be performed. 

E M M H Y H 

Debnath, 
D. ; et al. 

[10] 

2
0
1
5
 

Im
ag

e 

S
p

at
ia

l MSE, PSNR, SC, AD, 
MD, NAE, Hill 

Cipher, Histogram 

Projected method is a crypto-stego 
model. 

Encryption is performed by hill cipher 

method. 
Encrypted message is then embedded 

in the image. 

E H M M Y H 

Nosrati, 

Masoud;  et 

al. [11] 

2
0
1
5
 

Im
ag

e 

S
p

at
ia

l 

Genetic algorithm, 
Segmentation, LSB 

Find proper location or place in the 

cover image for embedding. 
After embedding it creates a key file 

for the extraction process. 

E H M M Y H 

Feng, B., et 

al. [12] 2
0
1
5
 

Im
ag

e 

S
p

at
ia

l HVS, Texture, 
Complement, LTP, 

mirroring-invariant, 

rotation 

Extraction of LTP is required. 

Diminish the inserting alteration. 

Manage statistical protection without 
affecting the image visual quality or 

the inserting capacity. 

E M M M Y M 

Wu, K. , et 

al…[13] 2
0
1
5
 

Im
ag

e 

S
p

at
ia

l 

TS, stego- synthetic 

texture 

Reversible texture synthesis concept is 

used 

Embedding process does not affect the 
image quality. 

E M M M Y M 

Pan, Z. , et 
al…[14] 2

0
1
5
 

Im
ag

e 

S
p

at
ia

l 

VQ, biased-
distribution 

Reversible data concealing scheme for 
VQ indices 

Improved presentation in inserting 

capacity, the inserting effectiveness 
and bit rate. 

E M H M Y M 
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M.Khurru

m.R, et 
al…[15] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l LSB, Substitution, 

Matching, MSE, 
PSNR, UIQI, SSIM, 

Matching on second least significant 

bit 

Substitution on least significant bit 
Histogram analysis gives good result 

IQMs have least changes 

E M H M Y L 

Khupse, S. 
, er 

al…[16] 

2
0
1
4
 

V
id

eo
 

S
p

at
ia

l 

ROI, RGB, YcbCr 

Detect skin region and use it as the 
region of interest to hide data 

Embedding require conversion of 

RGB to YCbCr color space. 
After embedding YCbCr to RGB 

conversion required 

E H H M Y 
 
M 

 

Akhtar, N. , 
et al… [17] 2

0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Lossless, MBS , 
restoration 

(MBS) Module-based substitution 
scheme 

can hide either text, image or wav file 

as secret data 

Retrieval process is lossless 

E M M M Y H 

Banerjee, 

I.; et al… 
[18] 

2
0
1
4
 

Im
ag

e 

T
ra

n
sf

o
rm

 

Frequency Domain, 

DCT, PFM 

Use the prime factor mapping 

Robust method depend on pixel factor 

mapping 
 

 

E H M M Y H 

Goswami, 
S.; et 

al…[19] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

JPEG, LSB 

No Pre-processing is required 

undetectable distortion with increased 
hiding capacity 

Security of data depend on length of 

key 

E L H M Y H 

Gupta, 

N.; et al… 

[20] 

2
0
1
4
 

A
u

d
io

 

H
y

b
ri

d
 

DWT, LSB 

Discrete wavelet transformed based 

and least significant based 

Better than simple least significant bit. 

E H M M Y H 

Darabkh, 

K.A.; et 
al…[21] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 3D Geometric shapes, 

LSB, Substitution, 
Replacement, PSNR 

dispense the clandestine message in 
one share of the image 

Reform of shape is difficult process 

for hackers 

E L M M Y M 

Senthooran
, V.; et al… 

[22] 

2
0
1
4
 

Im
ag

e 

T
ra

n
sf

o
rm

 

DCT, LSB, 
Quantization Table,  

MSE, PSNR 

Permit large data insertion capacity 
without image squalor. 

 

E H H M Y H 

Shripriyadh

arshini, 
T.S.K.; et 

al… [23] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Reversible Data 
Hiding (RDH), 

Cover image can be restored i.e., 

lossless method 
Two keys used in decryption process 

Better image quality 

E H M M Y M 

Chou, 
Yung 

Chen; et 

al… [24] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l inverse S-scan order, 

pixel segmentation, 
and histogram shifting 

enhance the data embedding capacity 
Use inverse S-scan order, 

segmentation and histogram shifting 

in processing 

E H H M Y M 

Al-Dmour, 
H. ; et al… 

[25] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Pixel Value 

Differencing (PVD), 
region of interest 

(ROI), Region of Non-

Interest (RONI). 

Pixel Value Differencing (PVD) 

recognizes contrast area in the image. 

Hamming code that embeds secret 
message bits. 

To protect the content of the ROI, the 

embedding is only performed using 
the RONI 

E H H M Y M 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Ranathunga,%20L..QT.&newsearch=true
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Sarreshteda

ri, S. ; et 
al… [26] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

LSB matching, 

Histogram 

A better imperceptibility and also 

higher robustness against well-known 
LSB detectors. 

reduces the probability of change per 

pixel to one-third without sacrificing 
the embedding capacity 

E L M M Y M 

Roy, 
Ratnakirti ;

et al…[27] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Entropy, ROI 

Use image entropy for segmentation 

Segmentation is performed to segment 
smooth and textures are 

Variable data rate insertion is 

performed 

E L M M Y M 

Chi-Yuan 

Lin ; et 

al… [28] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

matrix embedding 
(ME), 

Use convolution to increase the 

embed capacity 
For embedding, the time-varying 

convolution code is used. 

E L M M Y M 

Huynh Ba 

Dieu ; et 
al… [29] 

2
0
1
4
 

A
u

d
io

 

T
ra

n
sf

o
rm

 

Amplitude 

Modifies the amplitude of cover  
audio file 

Key is used to hide the secret message 

Blind method of steganography 

E H H M Y H 

Gutierrez-
Cardenas, 

J.M.[30] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

PRNG, Secret Key 

Secret key steganography 

Perform mapping with PRN and key 

Leave the cover and stego image 
unchanged. 

E L M M Y M 

Kedmenec, 

L. ; et al… 

[31] 

2
0
1
4
 

Im
ag

e 

T
ra

n
sf

o
rm

 

DCT, bit error rate 

(BER) 

BER for different hit is less than 1%. 

Hide data by changing the coefficients 

in the cosine domain 

E H H H Y H 

Yajam, 
Habib 

Allah ; et 

al…[32] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

lexical substitution 

Secret Key Stego scheme 
provides short length stego keys and 

significant robustness against active 

adversary attacks 

E M M L Y M 

Bidokhti, 
Amir ; et 
al…[33] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

wet paper embedding 

High embedding effectiveness. 

Offer  suppleness for selecting the 

inserting load, particularly in lower 
payload circumstances 

E M M L Y M 

Roy, S. ; et 
al… [34] 2

0
1
4
 

Im
ag

e 

S
p

at
ia

l 

CNP (Card Not 
Present), cryptography 

Crypto-stego Model 
Double security level 

E M M L Y M 

Kumar, 

S. ,et al… 
[35] 

2
0
1
4
 

V
id

eo
 

T
ra

n
sf

o
rm

 

PSNR, MSE, DWT 

Wavelet transformation scheme 
Image is watermarked on Video frame 

Improved result of dissimilarity 

measure 

E H H M Y H 

Gupta, 
P.K. ; et 

al…[36] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Least Significant Bit 
Replacement (LSBR), 

optimal pixel 

adjustment process 
(OPAP), Peak Signal 

to Noise Ratio (PSNR) 

Randomly disperse that secret 

message bits 

Harder to detect the inserted secret 
data 

E M M L Y M 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Akhaee,%20M.A..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Nguyen%20Xuan%20Huy.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Ghaemmaghami,%20Shahrokh.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Venkateswaran,%20P..QT.&newsearch=true
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Mandal, 
Ashis 

Kumar ; et 

al… [37] 

2
0
1
4
 

A
u

d
io

 

S
p

at
ia

l 

LSB, stereo-audio 

samples 

important perfection of LSB technique 

Stego-key and its parity are used to 
embed the secret data bit in cover 

audio sample 

Improved imperceptibility and 
security 

E M M L Y M 

Chou, 

Yung 

Chen ; et 
al…[38] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

PDHS, Ripple scheme, 

Reversible message hiding method 

Depend on PDHS (pixel difference 

histogram shifting) and ripple policy. 
Ripple technique is used to compute 

the difference between pixels. 

Highest difference occurs at -1, 0 and 
1. 

E M M L Y M 

Islam, 
M.R. ; et 

al…[39] 

2
0
1
4
 

Im
ag

e 

S
p

at
ia

l 

Cryptography, AES, 

LSB, PSNR, MSB 

Stego-crypto method 
Double security level 

 

E M M L Y M 

Prabakaran, 

G.; et 

al…[40] 

2
0
1
3
 

H
y

b
ri

d
 

T
ra

n
sf

o
rm

 

Discrete Wavelet 

Transform (DWT) or 
Integer Wavelet 

Transform (IWT) 

Show robustness against many 
attacks. 

G H H M Y H 

Huy 
Nguyen 

Tien; et 

al… [41] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l 

LSBS, LSBM, LSB-

MR 

Alteration rate decteases from 0.5 to 

0.37 

Improved recital, compared to LSBM, 
in terms of cover image quality and 

resistance 

E M M L Y M 

Jose, 

J.A.; et 

al…. [42] 

2
0
1
3
 

V
id

eo
 

S
p

at
ia

l Video Motion, Bit 

stream, Histogram, 

Uncompressed video 
 

Creates steganographic alteration at 

the preferred level 

Insertion by verdict a appropriate 
candidate vector 

E M M L Y M 

Bedwal, T.; 

et 

al…  [43] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l 

RGB, LSB, Matching, 
Substitution 

Hide RGB image into another RGB 

image. 

Use the concept of LSB insertion 
technique 

Use of less number of least significant 

bits makes image quality better. 

E M M L Y M 

Iranpour, 

M.[44] 2
0
1
3
 

Im
ag

e 

S
p

at
ia

l 

Hamiltonian path, 

LSB, MSE 
Produce least distortion E M M L Y M 

Zaghbani, 
S.; Rhouma

, R.  [45] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l Watermarking, 
cryptography, chaotic 

map 

maximizing the number of embedded 

bits in each embedding zone 
E M M L Y M 

Yang 

Xiaoyuan; 
er 

at…  [46] 

2
0
1
3
 

Im
ag

e 

T
ra

n
sf

o
rm

 

(STCs), (ML-STCs), 
DWT, (HVS), ILWT 

high security against steganalysis in 
space and wavelet domain 

E H H M Y H 

Dae-Soo 

Kim; er 
at… [47] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l Gradient-adjusted 

prediction (GAP), 
PSNR, Db 

The image quality of the projected 
method is increased by approximately 

7 dB in comparison to Niet al’s 

scheme. 

E M M L Y M 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Bac%20Le.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Titus,%20G..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Titus,%20G..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Kumar,%20M..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Yang%20Xiaoyuan.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Yang%20Xiaoyuan.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dae-Soo%20Kim.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Dae-Soo%20Kim.QT.&newsearch=true
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Linlin 

Zhang; er 
at…[48] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l 

Adaptive 

steganography, 

Stumpy sparsity blocks have higher 
precedence to communicate 

clandestine information 

Improved anti-detection recital 

E M M L Y M 

Cogranne, 

R.; er 
at… [49] 

2
0
1
3
 

V
id

eo
 

S
p

at
ia

l 

XOR, 8-bit binary 

Frame of clandestine video are broken 

into components. 

Each broken component is converted 
into 8-bit binary values and encrypted 

using XOR with secret key. 

Using LSB methods encrypted frames 
are inserted in the LSB of each frame. 

Security level doubled. 

E M M L Y M 

Iranpour, 

M. ;er 
at…[50] 

2
0
1
3
 

Im
ag

e 

S
p

at
ia

l LSB Matching, RS 

steganalytic algorithm, 
Grayscale data 

The cover image is first divided into 

some blocks such that each block 
contains three pixels. Three bits of 

secret data are then embedded into 

each block by increasing/decreasing 
one pixel or rarely three pixels by one 

as done in LSB matching. 

Rate of change decreased from 0.50 to 
0.375 on average 

E M M L Y M 

Ibaida, 

A. ;er 

at…  [51] 

2
0
1
3
 

Im
ag

e 

T
ra

n
sf

o
rm

 

ECG, Distortion, 
point-of-care (POC) 

Patient record remain secure 

ECG remains diagnosable after 

watermark. 

E H H M Y H 

Biswas, 

R. ; er at… 
[52] 

2
0
1
3
 

Im
ag

e 

T
ra

n
sf

o
rm

 

Discrete Cosine 
Transform (DCT), 8×8 

quantized DCT 

Coefficient (QDC) 

The variable bit operation is applied to 

the proper QDCs to embed a byte of 
secret data 

variable bit operation is dependent on 

the pixel value 

 

E H H M Y H 

Thanikaisel
van, V. ; er 

at…[53] 

2
0
1
3
 

Im
ag

e 

T
ra

n
sf
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Integer Haar wavelet 

transform 

Reversible Integer Haar wavelet 

transform is performed on to the red, 

green and blue components 
disjointedly 

Random selection of wavelet 

coefficients is based on the graph 
theory 

Use three keys for embedding, 

extraction and selection the number of 
bits to per pixel to hide data. 
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Tayel, 

M.; er 

at…  [54] 
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 Chaos - Fuzzy- 

Thresholding (CFT)., 
an inverse ICFT, 

Thresholding, Fuzzy 

Higher degree of security level due to 

hybrid approach. 
Use inverse chaotic fuzzy 

thresholding 

E H H M Y H 

Sidhik, 

S. ; er at… 
[55] 
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Wavelet Transform, 

PSNR, MSE 

Use of wavelet fusion 

Robust against attacks 
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Tayel, 
M.B. ; er 

at… [56] 
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 Cryptography, Hybrid 

Security message 

Allocation Algorithm 
(NHSA), PSNR, MSE 

It’s a crypto-stego method 
Double the security level 

Keep statistical changes minimum 
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Hong 

Cao ; Kot, 

A.C. [57] 
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edge-adaptive grid 

(EAG), data carrying 

pixel locations 
(DCPL), content 

adaptive processes 

(CAP), 

dynamic system structure with the 

redesigned fundamental content 

adaptive processes 
performs well against the 

interferences caused by close-by 

contours, image noises 

E M M L Y M 
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http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Jianjun%20Wang.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Cogranne,%20R..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Cogranne,%20R..QT.&newsearch=true
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http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Iranpour,%20M..QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Ibaida,%20A..QT.&newsearch=true
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Akhtar, 
N. ; Johri, 

P. ; Khan, 

S.[58] 
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RC4 Algorithm, LSB 

good enhancement to Least 
Significant Bit technique in 

consideration to security as well as 

image quality 
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Geetha, 
C.R. ; er 

at…[59] 
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Minimum Error 

Replacement [MER], 
Canny Edge Detector, 

2D convolution filter, 

Dynamic insertion rate 

Increase capacity by increasing  the 

number of edge pixels 

Increase edge pixel by multiple edge 
detector canny edge detector 

E M M L Y M 

Wei-Jen 

Wang ; et 

al… [60] 
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Histogram Shifting, 
LSB, MSE, PSNR 

Apply histogram shifting to increase 
the capacity 
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Iranpour, 

M.[61] 2
0
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l Sobel Operator, Edge 

Detection, Edge pixel, 
LSB 

Detection of edges is performed by 

gradient calculation using Sobel 
operator. 

As the length of message bit 

increases, more edges are used to hide 
data in LSB 
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Nadiya, 

P.V. ; Imra

n, B.M. 
[62] 
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RSA, DWT, 

Cryptography, 

Encryption, 
Decryption 

Double level of data security 

Crypto-stego model 
E H H M Y H 

Chin-Chen 

Chang; et 

al...  [63] 
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l Dual stego-Image, 

LSB, dB, Embedding 

rate, Distortion 

Insertion rate is 1.55 bits per pixel 

Increased capacity does not affect the 

quality. 
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Iranpour, 

M.[64] 2
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(PRNG), Sobel 

operator, edge 

detection and adaptive 
multiple bits 

substitution 

Considerably improve the protection 
and increase the embedding capacity 

Use edge region instead of smooth 

regions 
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Yinping 
Chai ; et 

al..[65] 
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ECC, Embedding, 

Extraction, 

The projected method is based on 

Error Correcting code which have an 
advantage that message can be 

recovered even some shadows are 

lost. 
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Janakirama

n, S; et 

al…[66] 
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MSB, Segmentation, 
Bit Plane 

The projected method employ the 

block based segmentation to varied 
the embedding of secret data. 

The capacity rate is two or three bits. 
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Narasimma

lou, T. ; et 

al…[67] 
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DWT, PSNR, Bit 

Plane 

The method uses three levels wavelet 

decomposition. 4x4 blocks with 

swapping and one bit plane is taking 
for processing. Second method uses 

single wavelet for decomposition. 
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Banoci, 

V. ; et 

al…[68] 
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DCT, Histogram, 
AES, Encryption, 128-

bit Cipher 

Embedding is carry out in DCT 

domain. Hiding a secret data depend 

on the modification of chosen 

quantized DCT transform coefficients 
according to modulo function 
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Chang 

Wang .; et 
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DCT,STC, Flipping, 

Steganalysis, 

Rounding Error, 

The STC gives several elucidations to 

embed messages to a block of 
coefficients. The projected method 

determines the best one with minimal 

distortion effect. 
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Mare, S.F,; 
et al…[70] 2
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LSB, Mapping, 
Embedding Solution 

Based on the original smart LSB pixel 
mapping and data rearrangement 

design. Due to logical visual and 

statistical imperceptibility, this is a 
stronger steganographic model. 
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Rong-Jian 

Chen ; et 

al…[71] 
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l MER, LSB, MEE, K-

LSB, Chi-square, 

Multi-bit 

Use the multi bit adaptive insertion 
and flexible bit location resulting in 

large embedding capacity and good 

experimental results. 
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Cheng-Ta 
Huang , et 

al…[72] 
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VQ, LSB, PSNR 

Based on VQ. 
Uses LSB method to embed data 

inside another medium. 

Method is so good that it cannot be 
detected by well known steganlysis 

tools. 
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Wien 

Hong ;  et 

al…[73] 

2
0
1
2
 

Im
ag

e 

S
p

at
ia

l 

PPM, EMD, DE, 
OPAP, bpp 

Uses pair of pixel as reference 

coordinate. Search a coordinate in the 
neighborhood of the pixel according 

to a given message digit. 
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Avinash, 

K.G. ; er 
at…[74] 
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FPPD, MSE, PSNR 

Employ pixel pairs differencing for 

embedding. 

Increase the embedding capacity with 

good results against many measures. 
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Qiangfu 
Zhao ; et 

al…[75] 
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FPS, IGA 
Produce facial image by interactive 
genetic algorithm. 

Solve the problem more efficiently. 
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Hamid, 

N.; et 

al...[76] 
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SURF, WTC, Content 
Based, Robust region 

Region based stego-scheme. 

Robust region is selected using speed-
up-robust-feature. 
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Chin-Feng 

Lee ; et al 

…[77] 
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EMD, bpp, dB 

Projected method is an extension of 

EMD. 
Integrated with image interpolation 

for making image reversible. 
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Wei 
Sun ; et 

al…[78] 
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A2IWT, VQ 

Transformation of audio signal to 

image and after embedding image to 
audio signal is performed. 

Audio signal to image conversion is 

done by using re-sampling coefficient 
and wavelet transform. 

Embedding is performed using VQ. 
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Sengupta, 

M. ; et 

al…[79] 
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DCT, SADCT, MSE, 

SD, PSNR, IF, 

IAFDDFTT,  SAWT 

8x8 masks transform image into time 
domain. 

Hash function and a secret key embed 

the data in the blue component of the 

RGB of cover image in spatial 

domain. 
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AES, RSA 

It is a crypto-stego scheme. 
Three techniques are combined 

together. 
Two cryptography methods, AES and 

RSA, are used to encrypt message and 

the steganography is applied. 
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Behbahani, 

Y.M. ; et 
al…[81] 
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DCT, LSB, SPAM, 

JPEG 

Use Eigen value to make subdivision 

of quantized DCT matrix coefficient. 
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Feng Pan ; 
et al…[82] 2
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 HVS, Embedding 

impact, Syndrome 
Trellis code 

frequency, 
Luminance, Texture 

Present a distortion function for 
minimizing impact of embedding in 

DCT domain. 
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Hussain, 

M. ; et al 
...[83] 
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MSE, PSNR, 

Segmentation 

Data hiding is performed in the edge 

boundary of the object. 
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Yung-Yi 
Lin ; et 

al…[84] 
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K-bit, power of two 
Galois field 

Invertible secret image shearing 

technique. 
Divide input image into multiple 

sections that fits into alpha-bit space. 
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Ghoshal, 

N. ; et 
al…[85] 
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DFT, Mask, IDFT, 

DCT, QFT, SCDFT, 
IDFT 

The DFT is applied on the mask of 

size 2x2. 

Inverse DFT is performed after 
embedding to transform it into spatial 

domain. 
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Guangjie 
Liu ; et 

al… [86] 
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Correlation 

2x4 block size is used as a cover unit. 

Local correlation of the block 
determines the number of secret 

message bits to be embedded. 
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Yan-ping 

Zhang ;  et 
al… [87] 
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Hamming Code, Wet 

Paper codes 

Uses Hamming code and wet paper 

codes to hide seven bits into a group 
of seven cover pixel at a time. 

If Embedding of seven bits is not 

successful then three bits are 
embedded. 
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LSB, 2D, int2int, 
ALE, Steganalysis, 8x 

8 mask, DWT 

Use 2D int2int wavelet transform and 

Raman’s idea for hiding secret data. 
8x8 mask and bit planes are created. 

Caw aguish compute the complexity 
and capacity of each block. 
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Sengupta, 

M. ; et 
al…  [89] 
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DCT, AINCDCT, 

MSE, PSNR, IF 

Transformation of cover image into 

spectral domain by 2x2 masks is 
applied. 

Replacement of message bit is 

performed by hash function and secret 
key. 
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Bobate, 
R.V. ; et 

al…  [90] 
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LSB, 24 bit, Hue 
Message bits are embedded in higher 
LSB layer. 
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Chung-Li 

Hou ; et 
al…  [91] 
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Parity Checker 

Use tree based parity check scheme 

for hiding secret message and creates 
least distortion. 
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Banoci, 
V. ;  et 

al…[92] 
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DWT 

Presented method is grayscale image 

hiding scheme. 
Concealment is performed in DWT 

domain by changing the coefficient. 
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Mandal, 

J.K. ; et 
al…  [93] 
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DHPVD, PSNR, IF 

Bit concealment is performed in both 
the edge and smooth area. 

Bit handling minimizes the difference 

between cover and stego pixels. 
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Mohan, 
M. ;  et 

al… [94] 
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LSB, PSNR, ASCII 
It is a crypto-stegio model. 
Use contour let transform for the 

concealment of encrypted data. 
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Nugraha, 

R.M. et 
al… [95] 
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Spread Spectrum 

Embedding is performed by using 

Sequence Spread Spectrum 
Embedded data will be heard as noise. 
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RSA 

It’s a stego-crypto model. 

Encryption is performed by using 
RSA algorithm. 
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DWT, 2-D DWT 

Projected method is based on 

quantized coefficient of DWT in 
frequency domain. 
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Shiva 

Kumar, 
K.B. ;   et 

al…[98] 
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DTTRS, DWT, IWT, 
PSNR 

On each segmented 4x4 block DWT is 
applied and then IWT is applied 

which makes it more complex. 
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Chen 

Gouxi ; et 
al…  [99] 
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F5, Morphology,  

Reconstruction 

Algorithm is based on edge 
processing. 

F5 method is used to embed the 

message bit. 
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Guoqi 
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al… [100] 
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Cochin’s Security, 
Kulback Libeler (KL) 

While embedding it change the order 
of pixels rather than modifying their 

value. 
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Al-Ataby, 

A.A. ; et 
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Curve let Transform 
Method uses curve let transform that 

reduces the distortion. 
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Meenpal, 
T. ;  et 
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IWT, LSB, CFD, 
Threshold 

Uses two LSBs of higher frequency 

CFD (2, 2) integer wavelet whose 
magnitude are smaller than a 

predefined threshold. 
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Katiyar, 

S. ; et al… 
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Cryptography 

It is a crypto-stego model. 

Provide biometric and password 
security to vote account. 

Image is used as cover object for 

steganography and key for 
cryptography. 
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Hash Function 
Use the hash function for concealment 
of secret message in grayscale image. 
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Saha, 

A. ;  et al 
… [105] 
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24-bit bitmap, LSB 

Most frequent occurring pixel is used 
for data hiding. 

LSB method is applied on those 

pixels. 
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Mandal, 
J.K. ; et 

al… [106] 
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DFT, GASFD 

2x2 mask of the image is transformed 

from frequency domain to spatial 
domain after embedding. 

Genetic algorithm is used to enhance 
the security. 
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Khosravi, 

M.J. ; et al 
… [107] 
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IWT, Fletcher 16-

Checksum 

Shares and Fletcher 16- checksum of 

share are embedded in cover medium 
using IWT. 
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Dutta, 
A.;  et 

al…[108] 
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Encryption, 

Decryption 

It’s a crypto-stego model. 

Message bits are encrypted using 
simple bit exchange method. 

For steganography, LSB and LSB+3 
bits are changed. 

E M M L Y H 

LSB: Least Significant Bit, GLM: Gray Level Modification, MSE: Mean Square Error, PSNR: Peak Signal to Noise 

Ratio, SC: Structural Content, AD: Average Difference, MD: Maximum Difference, NAE: Normalized Absolute Error, 

HVS: Human Visual System, LTP: Local Texture Pattern, TS: Texture Synthesis, VQ: Vector quantization, UIQI: 
Universal Image Quality Index, SSIM: Structural Similarity Index Measure, ROI: Region of Interest, RGB: Red Green 

Blue, YCbCr: Colour Model, MBS: Module Based Substitution,  DCT: Discrete Cosine Transformation, PFM: Pixel 

Factor Mapping, JPEG: Joint Photographic Expert Group, DWT: Discrete Wavelet Transform, RDH: Reversible Data 
Hiding, PVD: Pixel Value Differencing, ME: Matrix Embedding, PRNG: Pseudorandom Number Generator, BER: Bit 

Error Rate, CNP: Card Not Present, LSBR: Least Significant Bit Replacement, OPAP: Optimal Pixel Adjustment 

Process, PDHS: Pixel Difference Histogram Shifting, MSB: Most Significant Bit, IWT: Integer Wavelet Transform, 
LSBS: Least Significant  Bit Substitution, LSBM: Least Significant Bit Matching, LSB-MR: Least Significant Bit 

Matching Revisited, STC: Syndrome Trellis Codes, ML-STC: Multi-Layered Syndrome Trellis Codes, GAP: Gradient 

Adjusted Prediction, dB: Decibel, XOR: Exclusive OR, RS: Regular Singular, ECG: Electrocardiograph, POC: Point of 
Care, QDC: Quantized DC, CFT: Chaos Fuzzy Thresholding,  ICFT: Inverse Chaos Fuzzy Thresholding, NHSA: New 

Hybrid Security Message Allocation Algorithm, EAG: Edge Adaptive Grid, DCPL: Data Carrying Pixel Locations, 

CAP: Content Adaptive Processes, MER: Minimum Error Replacement, ECC: Error Correction Code, MSB: Most 
Significant Bit, STC: Syndrome Trellis Coding, MEE: Minimum Embedding Error, VQ: Vector Quantization, PPM: 

Pixel Pair Matching, EMD: Exploring Modification Direction, DE: Diamond Encoding, bpp: Bit Per Pixel, FPPD: Five 

Pixel Pair Differencing, FPS: Feature Point Set, IGA: Interactive Genetic Algorithm, SURF: Speeded-Up Robust 
Feature, SADCT: Self Authentication of Colour image through DCT, SD: Standard Deviation, AES: Advance Encryption 

Standards, SPAM: Subtractive Pixel Adjacency Matrix, JPEG: Joint Photographic Expert Group, DFT: Discrete Cosine 

Transformation, IDFT: Inverse DCT, QFT: Quantized Fourier Transformation, SCDFT: Spatio Chromatic DFT,  ALE: 
Amplitude of Histogram Local Extrema,  AINCDCT: Authentication of image through non convoluted DCT, IF: Image 

Fidelity, DHPVD: Data Hiding Scheme for Digital Image, ASCII: American Standard Code for Information 

Interchange, RSA: Rivest, Shamir and Adleman, DTTRS: Dual Transform Technique for Robust steganography, KL: 
Kullback-Liebler, DFT: Discrete Fourier Transform, GASFD: Genetic Algorithm based Steganography in Frequency 

Domain. 
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3. Results and Discussion 

Figure 1 shows the graph of number of paper selected for review. Maximum 

publications have been selected from the year 2011 and minimum are from the year 2015. 

Graph shows that this topic of research is a sound field throughout the selected years. 

Figure 2 shows the graph of classification of yearly selected paper into Spatial, Transform 

and hybrid approach.  It is clear from the graph that maximum contribution is of spatial 

classification. Transform domain is on second and very less work having been done and 

published in hybrid domain. Figure 3 shows the yearly percentage of selected paper for 

spatial domain. Among the selected papers the maximum contribution was recorded from 

2014 with 29%, followed by 25% from 2011, 24% from 2013, 13% from 2012 and 9% 

from 2015. Figure 4 shows the yearly percentage of selected paper for transform domain. 

Among the selected papers the maximum contribution was recorded from 2011 with 42%, 

followed by 24% from 2013, 17% from 2014, 17% from 2012 and 0% from 2015.  
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Figure 1. Graph of Number of Papers Reviewed 
 

 

Figure 2. Graph of Domain Classification of Papers Reviewed 
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Figure 3. Graph of Spatial Domain Methods used in Papers Reviewed 
 

 

Figure 4. Graph of Transform Domain Method used in Papers Reviewed 
 

Figure 5 shows the yearly percentage of selected paper for hybrid domain. Among the 

selected papers the maximum contribution was recorded from 2013 with 67%, followed 

by 33% from 2011, 0% from 2013, 0% from 2012 and 0% from 2015.  
 

 

Figure 5. Graph of Hybrid Domain Method used in Papers Reviewed 
 

Figure 6 shows the graph of classification of yearly selected papers based on the type 

of medium used as cover object. It is clear from the Figure 7 that in the selected years, 

maximum contributions uses image as cover object. 
 

 

Figure 6. Graph of Medium used in Papers Reviewed 
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Figure7 shows the yearly percentage selected paper for steganography method that 

uses image as medium for hiding the secret data. Among the selected papers the 

maximum contribution was recorded from 2011 with 31%, followed by 25% from 2013, 

23% from 2014, 14% from 2012 and 7% from 2015.  
 

 

Figure 7. Graph of Image as Medium used in Papers Reviewed 
 

Figure 8 shows the yearly percentage selected paper for steganography method that 

uses video file as medium for hiding the secret data. Among the selected papers the 

maximum contribution was recorded from 2011 with 88%, followed by 6% from 2014, 

6% from 2013, 0% from 2012 and 0% from 2015.  
 

 
 

Figure 8. Graph of Video as Medium used in Papers Reviewed 
 

Figure 9 shows the yearly percentage selected paper for steganography method that 

uses audio file as medium for hiding the secret data. Among the selected papers the 

maximum contribution was recorded from 2014 with 50%, followed by 25% from 2011, 

25% from 2012, 0% from 2013 and 9% from 2015.  
 

 

Figure 9. Graph of Audio as Medium used in Papers Reviewed 
 

For the papers of selected years no paper uses the steganography method that uses text 

file as medium for hiding the secret data.  
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4. Conclusions and Future Work 

This paper presents the review of 100 papers of the recent years. Review is based on 

the type of medium used as cover object, domain of stego method and important measures 

for a good stego scheme. The critical analysis, results and discussion shows that the topic 

of research sounds excellent in the recent years. Mostly the methods are projected in 

spatial domain and image is used as cover medium. The reason of spatial domain method 

is that its complexity is less as compare to that of transform and hybrid approach. And 

images are widely used because of the reason that its size is less as compare to that of 

audio or video file. In images, the greyscale image takes less space and transmission time 

and bandwidth as compare to that of colour images.  But both, greyscale and colour, 

images are popular and used for data hiding. As this field of research is a sound topic and 

gaining importance rapidly, this detail and comprehensive review will be a best tool for 

quick understanding the recent projected techniques and will help to present the new and 

better methodology. Future contribution will focus on the experimental review of 

steganographic schemes.  
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